
Seclore for BOX
Ensuring files shared via Box remain secure

Box makes it easy to share information 
and engage in external collaboration 
with third parties such as vendors, 
sub-contractors, advisors, prospects, 
and suppliers. However, the ability to 
readily share information, often sensitive 
information, also further opens the door to 
security breaches.

Box enables you to control who can 
access and download files from a folder. 
This ‘access’ control is only applicable 
as long as files are within the Box 
environment.

What is really required: granular control 
over the ‘usage’ of a file that stays with the 
file wherever it goes. This persistent, file-
centric control will protect files wherever 
they go, whether they are stored in Box, 
are on a recipient’s laptop, or are stored in 
other systems.

Making Files Shared via Box 
Permanently Secure
The Seclore Connector for Box enables 
you to persistently secure your files. From 
the moment a file leaves the creator’s 
desktop, while the file is in Box, and 
throughout the time the file is on the 
recipient’s devices and being worked 
upon, Seclore will keep your sensitive 
information secure.

Using Seclore’s Enterprise Rights 
Management solution, you can control 
exactly WHO can access a file, WHAT they 
can do with it, WHEN, and from WHERE, 
meaning which computer or device. This 
persistent, file-level security empowers 
your organization to leverage Box for 

efficient file sharing without risking the 
security of your information.  

Seclore protects files based on four 
criteria:

These ‘information rights’ are applied 
on the file itself and are independent of 
the computer, device, network, storage, 
or transmission medium used. The 
permissions are completely dynamic: 
any change in the rights will be instantly 
applied to all previously downloaded files.

How it Works
A file will get protected at the desktop 
and then synced on the Box cloud. That 
means…there are no unprotected copies 
of the file even on the Box server. The 
file will sync on all devices in protected 
form only. The ERM file permissions 
are automatically derived from the 
permissions on Box folders. For example, 
if a user has “viewer” rights to a folder 
within Box then he/she will get “view 
only” ERM permissions on files within 
that folder. And these rights will stay 

WHO can access the file?
User or Groups Within or Outside 
the Organisation 

WHAT can they do with it?
View, Edit, Print, Copy Content, 
Take Screen Grabs, Work Offline 

WHEN can they do it?
Automatic File Expiry, Date and  
Time Ranges, Number of Days 
from First Access

WHERE can they do it?
Specific Computers or Devices, 
Specific IP Address

with the file even when it is downloaded 
or copied out. If the user is made into a 
“contributor” via Box permissions, the ERM 
file permissions will automatically change 
to “view and edit only”.  
 
In addition, other ERM policies such as 
how long the user can access the file and 
from which device/IP address will also be 
assigned and stay with the file wherever it 
goes. If the user is removed from the Box 
folder, all extracted files will effectively 
‘self-destruct.’ 
 

Key Features
Protecting Files Shared via Box
Combining Seclore ERM with Box will 
keep your files under your control. In 
fact, Seclore’s permissions seamlessly 
take over as files travel from the owner’s 
desktop, through Box, to the recipient. 
These granular usage controls stay with 
the file wherever it travels. 

Flexible and Easy Access to  
Protected Files
A recipient can access a protected file 
via a browser or a light weight agent, 
making it easy to quickly engage in the 
collaboration process. As well, Seclore’s 
robust identity federation makes it easy for 
the recipient to authenticate themselves. 
A built-in identity manager is also included 
to provide back up for instances where 
a recipient cannot authenticate via other 
methods. 

Audit Trails 
Seclore provides complete visibility over 
document usage at all times. All activities 



performed on protected files – whether 
inside or outside the enterprise network 
- are centrally logged. Forensic details 
such as date and time, machine name, IP 
address, and file path are also available. 

Dynamic and Automatic Policy 
Management 
A change in Box’s file permissions would 
automatically apply – in real-time – on all 
downloaded files. 

Policy Federation 
Seclore’s permissions on a file are fetched 
in real-time from Box each time it is 
opened. The synchronization of policies 
ensures a streamlined and dynamic 
extension of file usage permissions – from 
Box to Seclore ERM.

Easy User Onboarding and  
Off-boarding 
When a user’s access to a folder is 
revoked, their access to all files – even the 
ones previously downloaded from that 
folder is revoked as well. Thus, equivalent 
changes do not need to be made in the 
Seclore Policy Server portal separately.

Ease of Protecting Files  
The file is automatically protected at the 
document owner’s device with a single 
click or transparently when downloaded 
from IBM ECM, MSSharepoint, SAP ERP 
and other business applications. 

Key Business Benefits 
Increased Business Agility 
You obtain the freedom to secure 
information that travels beyond your 
corporate borders – to vendors, partners, 
and contractors – and readily adopt Box, 
BYOD and other innovations that maximize 
productivity with confidence.

Common Policy Management 
Framework 
Seclore’s Policy Federation capability 
eliminates the need for separate ‘policy’ 
management for the same information. 
A common rights framework helps bring 
your data governance framework under 
one roof by providing a single source of 
truth for information access and usage 
policies.

End-to-End Auditing and Regulatory 
Compliance 
You can now govern your information 
throughout its entire lifecycle – both within 
and outside your enterprise boundary.

Minimum IT Overhead 
It is easy to adopt existing policies 
defined in Box or even other ECM and 
ERP solutions with the Seclore Policy 
Federation capability. Changes made 
to policies in ERP, Box, and ECM are 
automatically applied to files protected 
by Seclore. And the agentless and light 
agents provided with Seclore ERM make it 
easy for recipients to utilize protected files 
without involvement from IT.

Increased ROI from Your Box 
Investment 
By enabling information-centric security 
on stored and downloaded documents, 
the addition of ERM with file-sharing drives 
maximum value of your investment.

Rapid Deployment 
The pre-built connector makes it easy to 
rapidly deploy ERM for files shared via Box. 

In today’s flat and hyper-connected 
world, traditional security boundaries 
have started to dissolve. Trends such as 
BYOD, filesharing, enterprise mobility, 
and increased outsourcing make 
Information Security and compliance 
more difficult and challenging. By securing 
the information at the very source, and 
leveraging that security to files that are 
shared via Box, you can extend your 
security to wherever and however your 
information travels.
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