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Connect With Us

All Encompassing Unified Cloud Edge (UCE) 
Includes Data-Centric Security
Stop monitoring your data, protect it with McAfee MVISION 
Cloud, McAfee DLP, and Seclore Rights Management

Together, McAfee® Unified Cloud Edge (McAfee UCE) and 
Seclore Rights Management enable you to be confident 
that your most sensitive data is discovered and protected—
whether it travels across the cloud or to third-party 
business partners. Seclore’s persistent security policies are 
automatically attached to documents when discovered, 
regardless of the file type. 

Security permissions can be modified or revoked at any 
time, even after a file is downloaded and saved to a personal 
computer or offline media, like a USB. Data-centric tracking 
and audit records, as well as real-time alerts of unauthorized 
usage attempts, are provided so you can easily stay in 
compliance with data security regulations.

McAfee Compatible Solutions

 ■ Seclore Rights Management 
 ■ Seclore Email Encryption Plus 
 ■ Seclore Decrypter for Email

https://www.mcafee.com/enterprise/en-us/home.html
https://www.mcafee.com/blogs/
https://twitter.com/mcafee_business
https://www.linkedin.com/company/mcafee/
http://www.facebook.com/mcafee
http://www.youtube.com/mcafee
http://www.slideshare.net/mcafee
https://www.seclore.com/
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The Business Problem
You’ve invested in discovering and monitoring your 
organization’s sensitive information with a data loss 
prevention (DLP) or cloud access security broker (CASB) 
solution. However, what happens after data discovery? 
How are you protecting the sensitive data moving 
outside of your network for external collaboration? Are 
you leveraging the full capabilities of your DLP/CASB 
solution? Are you concerned about the resources to 
implement DLP/CASB and the SOC remediation team 
required to maintain them? Do you find the deployment 
of DLP/CASB challenging—defining business rules, 
reviewing exceptions and false positives, testing, 
tweaking, and repeating rules? Once you’ve discovered 
sensitive information, how do you persistently control 
the document even while it is in use? That is where 
McAfee and Seclore together can help.

Leverage the McAfee and Seclore Solution to 
Stop Chasing Your Data 
The combination of Seclore, McAfee® Data Loss 
Prevention (McAfee DLP), and McAfee® MVISION™ Cloud 
(CASB) allows you to gain control over the use of your 
sensitive information—including the power to revoke 
access entirely—even when documents travel beyond 

your enterprise’s boundaries. As soon as McAfee DLP/
CASB discovers sensitive data, Seclore automatically 
protects it with your pre-defined usage control policies. 
The granular usage controls stay with the file, wherever 
the file travels or resides, and protects the data while 
in-transit (sent via email), at-work (in use), and at-rest (on 
any file format, device, or operating system).  

Combining McAfee® Endpoint Discovery, McAfee® Email 
DLP, and McAfee MVISION Cloud Protection solutions 
with Seclore Rights Management, you gain best-in-class 
technologies from two worldwide industry leaders. Only 
Seclore Rights Management combined with McAfee DLP 
and CASB delivers:

 ■ Granular usage controls that are automatically added 
to files based on McAfee DLP/CASB discovery and 
“actions” 

 ■ Tracking usage of documents for simplified audit and 
compliance reporting 

 ■ Utilizing protected documents on any device, any 
platform, and any browser 

 ■ Revoking access to protected documents remotely 
 ■ Military grade data-centric security tested by 

governments and defense agencies worldwide 

Advantages of Combining 
Rights Management with 
McAfee UCE

 ■ Changes your security posture 
from “reactive” to “proactive”

 ■ Protects your data as opposed 
to chasing your data

 ■ Secures data beyond the 
organization

 ■ Accelerates DLP and CASB 
deployments to increase ‘time 
to value’ 

 ■ Reduces false positives, 
administrative overhead, and 
SOC remediation efforts 

 ■ Zero dependency on users to 
classify or protect data

 ■ Dynamically assigns and 
revokes granular usage 
permissions instantly 

 ■ Adds persistent data-centric 
security, controlling who does 
what, when, and from where

 ■ Gathers forensic detail on 
data usage, ensuring you 
meet regulatory compliance
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Shifting to a Proactive Security Posture by 
Adding Data-Centric Security 
Seclore Rights Management changes your security 
posture from “reactive” to “proactive” when using a 
DLP/CASB solution. “Monitor Mode” is a standard 
deployment of DLP/CASB providing dashboards, 
reports, and alerts; however, the security concern is 
that once sensitive data leaves the enterprise, you’ve 
lost control and visibility of your data. With Seclore, 
you can automatically add access and usage controls 
to ‘discovered’ data (endpoint, email, and cloud) before 
data leaves your enterprise, so your employees and 
third parties can continue working and collaborating 
securely. Shifting your security strategy from detecting, 
monitoring, and chasing your sensitive data, to 
automatically securing your discovered data before it’s 
sent allows you to always be in control of your sensitive 
data.

Additionally, Seclore Rights Management accelerates 
your DLP/CASB deployments by becoming the 
‘default’ business rule—protect all sensitive data that 
is discovered and shared outside the organization. 
Adding data protection to DLP/CASB eliminates ongoing 

configuration changes and endless testing cycles 
required to create business rules, which are not too 
stringent or lenient. And the by-product of protecting 
discovered data is a significant reduction in security 
operations center (SOC) remediation efforts related to 
exception handling of “false positives,” saving valuable 
time and costly administrative overhead. Data-Centric 
Security with a return on investment (ROI)! The 
combination of DLP/CASB and Rights Management 
ensures:

 ■ Automation across the discovery, protection, and 
tracking process to consistently close security gaps 
with zero user intervention

 ■ Reduction in deployment costs while increasing your 
“time to value” of the combined offerings

 ■ Confidence in leveraging existing enterprise systems 
(Email, Content Collaboration, Business Applications) 
across all business processes 

 ■ SOC remediation efforts are dramatically decreased, 
while business workflows continue uninterrupted, 
providing a tangible return on investment (ROI)
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Seclore Rights Management and McAfee 
MVISION Cloud Protection
McAfee and Seclore provide automated file protection 
in the cloud. When users save or move files into cloud-
based applications like Box, Teams, SharePoint, or 
OneDrive, the files are scanned and discovered by 
McAfee. If the files contain sensitive information, they 
are automatically protected by Seclore.

User creates
a file...1

...and uploads
into a cloud
application.

2 3
McAfee scans file 
for classification, 
keywords, 
and patterns.

On policy violation, 
file gets protected
with Seclore.

4
 

Figure 1. How McAfee and Seclore work together to protect sensitive 
data within Cloud Applications.

Seclore Automatic Email Protection and McAfee 
MVISION Email Cloud
Seclore offers a secure and streamlined solution, which 
addresses the most common method of collaboration—
email. Once emails are discovered by McAfee MVISION, 
any email containing sensitive content is tagged. This 
ensures that recipients cannot misuse or leak the email 
after they receive it. With Seclore Rights Management’s 
automated email protection, email security does not 
halt critical email collaboration. Data sharing can 
continue seamlessly, with security and compliance 
being maintained. And the protection is completely 
transparent to the email sender and recipient.

User sends an
email which
has sensitive
information.

1 Cloud service
receives email.2 3

MVISION detects
sensitive information
and then protection
is automatically
applied by Seclore.

Recipients receive
protected email 
that is trackable.

4

McAfee DLP +
Seclore RM

MVISION inspects content
and sets an x-header

Seclore reads the x-header
and protects

Figure 2. How McAfee MVISION and Seclore work together to protect 
sensitive data shared via email.
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Seclore Rights Management and McAfee DLP 
Endpoint Discovery

User 
creates
a file and
saves.

1 2
McAfee scans file 
for classification, 
keywords, 
and patterns.

On policy violation, 
file gets protected
with Seclore.
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Figure 3. How McAfee and Seclore work together to protect vital data. 

 

Sensitive data identified (keywords, patterns, etc.) during 
DLP discovery at the endpoints triggers a business 
rule, which automatically protects the document with 
a Seclore security policy—zero intervention required. 
Automated protection reduces training overhead 
and change management. Most importantly, your 
information is secured and tracked, even during external 
collaboration. The granular usage policies will control 
exactly who can do what with the document, when and 
from where—no matter where or how it travels.

Secure Email Decryption for McAfee UCE 
Content Discovery
Today, organizations are challenged with gaining visibility 
into encrypted emails to perform discovery and take 
remediation actions. Seclore Decrypter for Email offers 
an easy solution to this challenge. It enables McAfee 
UCE to perform a secure content discovery in Seclore 
encrypted emails and attachments to determine what 
should happen to the email based on the policy violated.

McAfee UCE and Seclore: The Complete Data-
Centric Security Solution 
By combining McAfee UCE with Seclore Rights 
Management, you will achieve unprecedented control 
over your sensitive information—with security that is 
content-aware, boundary-independent, and entirely 
automated. Seclore also allows you to reap the full 
benefits of McAfee UCE and extend its jurisdiction to 
external collaborators, the cloud, and mobile devices. 
McAfee compatible solutions integrate with:

 ■ Seclore Rights Management 
 ■ Seclore Email Encryption Plus 
 ■ Seclore Decrypter for Email



6220 America Center Drive
San Jose, CA 95002
888.847.8766
www.mcafee.com
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About Seclore
Offering the market’s first browser-based solution, 
the Seclore Data-Centric Security Platform gives 
organizations the agility to utilize best-of-breed solutions 
to discover, identify, protect, and track the usage of data. 
The Seclore Data-Centric Security Platform is the most 
advanced, most secure, and most connected to industry 
leaders such as McAfee, protecting sensitive files in 
transit, at rest, and even in use. Over 2,000 customers 
in 29 countries are using Seclore to achieve their data 
security, governance, and compliance objectives. 

About McAfee Unified Cloud Edge (UCE)
MVISION Unified Cloud Edge protects data from device 
to cloud and prevents cloud-native threats that are 
invisible to the corporate network. This creates a secure 
environment for the adoption of cloud services, enabling 
cloud access from any device and allowing ultimate 
workforce productivity.

About McAfee Data Loss Prevention
McAfee Data Loss Prevention software delivers the 
highest levels of protection for sensitive data, while 
greatly reducing the cost and complexity of safeguarding 
business-critical information. McAfee data protection 
is delivered through the McAfee ePO platform, for 
streamlined deployment, management, updates, and 
reports.

Learn More

For more information, contact your 
McAfee representative or channel 
partner, or visit www.mcafee.com.
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