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‘Work from Home’ is the New’ Office
The term ‘work from home’ has forever entered our pandemic lexicon. In 2021, the digital workforce’s evolution will 
continue its momentum, at least until vaccines are widely distributed. Not all companies will opt for a remote 
workforce, but many will adopt a hybrid work model. A hybrid on-prem and at-home work model brings advantages to 
sourcing the best talent and reducing overhead costs. However, it also brings increased data security risk of sensitive 
and regulatory information shared outside the corporate network. 

In a recent IBM Security Work From Home Survey*, 58% of employees reported they were not introduced or were 
unsure of security policies around managing PII data when working remotely. Over half (53%) reported using 
personal and work-related devices at home. Sensitive data residing on personal devices or being managed  
remotely by employees means the ‘Zero Trust’ trend will continue to accelerate in 2021. The future of data  
protection will require the data itself to be protected as it’s impossible to ensure all devices are protected or work-
related in the future.

Lack of Manpower will Drive Automation
A lack of security professionals is nothing new. In Seclore’s 2018 Predictions, we predicted that security resources 
would become even more scarce. We know that before Covid-19, the supply of qualified security professionals was 
insufficient. However, working from home has dramatically increased the need and competition for security 
professionals. Security is also not a 9 am to 5 pm threat. It’s a 24x7x365, around the clock threat as cybercriminals 
don’t take holidays and now have new avenues to steal data – the virtual workspace. 

Security solutions that can intelligently automate security to protect sensitive and regulatory data itself will prevail. 
Automation is key to reducing the number of resources required to deploy security solutions and simplify user and 
policy administration. It can also run around the clock with zero reliance on employees to implement security, making 
it scalable and less prone to human errors.

Faster Adoption of Enterprises Shifting to the Cloud 
Security has been a roadblock to the adoption of the cloud for years. The cloud makes critical applications, such as 
email and content sharing, accessible to a wide range of attacks. However, the benefits of hosting data and 
applications in the cloud are that your employees can access data outside the corporate office, anytime, anywhere. 

Last year and earlier this year, we saw our Microsoft enterprise customers move to the cloud with M365. With the 
threat of Covid-19, the speed of adoption accelerated. The pandemic caused the office walls to collapse almost 
immediately as employees were forced to stay home. We predict that in 2021 more enterprises will move entirely to 
the cloud as a distributed workforce business model will be more prevalent than before Covid-19. Enterprises will be 
hyper-focused on improving how they control their data, especially with intellectual property or regulated data. Both 
can cost their organization, whether losing a competitive edge or incurring hefty fines. Tracking data usage at a 
data-centric level and monitoring employee behavior for suspicious activity will be imperative as data moves to or 
through the cloud.

Maximize and Integrate Existing Security Tools for Better Data Protection 
When the pandemic struck, the economy’s downturn was swift as many organizations saw their sales pipelines stall, 
except for a few, like Zoom, that took off. Organizations immediately froze spending, hiring, or laid-off workers to 
weather the storm. We saw organizations evaluating their existing tools to see how they could optimize and better 
integrate them within their architecture during this time.

This year, we will look back and call it the ‘year of hindsight’ now that we have ‘2020’ vision. The entire world is going through more 
upheaval than we could ever imagine, but hopefully, our learnings will make us wiser and more resilient to whatever comes in the future. In 
2020, we can all agree that certain emerging events were unpredictable. However, now that we adjusted to a new normal and vaccines are 
on the horizon, 2021 looks somewhat more predictable than 2020, even if we have to stay inside a little longer.

We predict in 2021 to see security trends that have either been accelerated or launched during the pandemic. Here are Seclore’s six 
security predictions for 2021:  
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We believe in 2021 that organizations will look to security tools that will provide them a unified cybersecurity platform 
and focus on protecting the data itself. Security vendors that offer a platform or those that allow seamless integration 
between best-of-breed, data-centric security and enterprise applications will be required.

We also predict that organizations will need to automatically add file-level protection on documents as they are 
discovered, classified, downloaded from content management systems, and shared via email and file-sharing 
services. If data is blocked, productivity goes down, and if it is monitored, it goes out unprotected. Either approach, 
blocking or monitoring of data, prevents secure collaboration when employees work from home. Protecting data 
wherever it travels will become essential in 2021.

Stricter Requirements for Data Protection Laws  
Compliance seems to make the list every year, no doubt. However, this year, the Schrems ll decision made in July 2020 
tightens data protection rules around data privacy. Schrems ll changes how the EU views data transfers to the US and 
nullifies protections under the Privacy Shield. In a nutshell, it is a clash between US surveillance laws and EU data 
protection under GDPR. Now contractual clauses will need to be made between organizations as their relationships 
relate to data transfer. The impact of Schrems ll Europe to US organizations is a fundamental change to the 
framework to process and transfer EU data. However, it’s not only the EU that is tightening data privacy regulations. 
Every country across the APAC region, India, and the Middle East are also tightening or adopting data privacy 
regulations.  

US organizations have instituted many new policies and procedures since GDPR that came into effect in 2018. We 
predict that data will need to be protected at the source to meet the demanding data protection laws’ demanding 
requirements. The world is becoming borderless, making it challenging to contain information within a country’s 
borders to ensure its safety. If you look back to the castle and moat scenario, you can’t keep all the data locked up so 
that it’s protected. The data will need to travel, and when it does, it will need armor around it.

Separation Between Data Protection and Threat Prevention Goals 
Data protection and threat prevention goals are often intertwined. We see this changing in 2021 as no amount of 
threat prevention is going to meet data protection goals. Threat prevention focuses on policies and tools that protect 
the corporate network, whereas data protection safeguards sensitive information from loss wherever it travels. The 
Data Protection and the Risk and Compliance teams may overlap, but their goals are very different. 

In 2021, we predict the Data Protection and Risk and Compliance teams will be separate and clarify how they will 
achieve their respective goals. Threat Prevention teams will focus on enterprise-wide security and governance 
programs to identify data security policy gaps. In contrast, Data Protection teams will focus on keeping data 
protected, whether at-rest, in-transit, in-use, or shared with third-parties. 

Conclusion 
During the first half of the pandemic, organizations focused on business continuity by setting up employees to work 
from home. Now they have shifted to protecting the data, especially in the cloud, so that remote employees can 
collaborate internally and externally without interruption. Data protection regulations around the transfer of personal 
information between countries have also become more stringent during the pandemic. In summary, the pandemic 
has intensified the need to protect data at the source, as corporate walls and country borders have disappeared.
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About Seclore
Seclore offers the market’s first fully browser-based Data-Centric Security Platform, which gives organizations the agility to utilize 
best-of-breed solutions to discover, identify, protect, and analyze the usage of data wherever it goes, both within and outside of the 
organization’s boundaries. The ability to automate the Data-Centric Security process enables organizations to fully protect information 
with minimal friction and cost. Over 2000 companies in 29 countries are using Seclore to achieve their data security, governance, and 
compliance objectives.

Learn how easy it now is to keep your most sensitive data safe, and compliant.
Contact us at: info@seclore.com or CALL 1-844-4-SECLORE.
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